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DETAILED ACTION 

1 . Claims 1 - 8 are pending. 

Response to Arguments 

2. Applicant's arguments directed towards claims 1 , 6 and 8, filed 1/20/2006 have 
been fully considered but they are not persuasive. 

3. However, Applicant's arguments with respect to added limitations in claims 1 , 6 
and 8 have been considered but are moot in view of the new ground(s) of rejection. 

Applicant had further argued on pages 6-9 that in claims 1 and 6 that Parenty 
fails to teach sending an encryption method in a non- installed method to a client. 
Examiner respectfully disagrees in part. Parenty does teach sending an encryption 
method to a client (Parenty, Fig. 2 Item 400). 

4. In response to applicant's argument that the references fail to show certain 
features of applicant's invention, it is noted that the features upon which applicant relies 
(i.e., Non-installation method) are not recited in the rejected claim(s). Although the 
claims are interpreted in light of the specification, limitations from the specification are 
not read into the claims. See In re Van Geuns, 988 F.2d 1181, 26 USPQ2d 1057 (Fed. 
Cir. 1993). This applies to claims 1 and 6. 

5. Applicant had further argued on pages 9-11 that in claim 8 Parenty fails to 
teach the limitation that the encryption execution module fails to be downloaded in a 
non-installed method. Examiner respectfully disagrees. Parenty teaches the sending 
on an encryption execution module (Parenty, Fig. 2 Item 400, Java encryption applet). 
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Applicant argues that the module is not installed to the client. However, claim 8 only 
recites downloading a public key and an encryption execution module in a non-installed 
manner. Per definition, a Java applet according to a Java textbook, is defined to be any 
code that does not reside on the local system and must be downloaded to be run. 
Parenty's interpretation of the word installation maybe stated but is misleading since 
Java Applets are not installed by definition. Java applets are any code that does not 
reside on the local system but is downloaded to be run. This is also called a Java 
application. Evidence of this is provided in the attached Java Book. 

6. Applicant's arguments in regards to 35 U.S.C.1 12 rejections have been 
considered and are deemed persuasive. The claim 35 U.S.C. 112 rejections have been 
withdrawn from this action. 

Claim Objections 

7. Claim 1 is objected to because of the following informalities: As per claim 1 , on 
line 4 there should be an 'and' between the words 'public key 1 and 'a private encryption/ 
On line 16 the word 'form' should be 'from.' Appropriate correction is required. 

Claim Rejections - 35 USC §112 

8. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 
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9. Claims 1 and 6 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

10. As per claims 1 and 6, it is indefinite as to the meaning of the phrase "driving an 
encryption module for encryption information to an access request from the client 
terminal," it will be assumed for this action to be driving and encryption module in 
response to an access request from a client. Also, the phrase 'double security' is 
indefinite to Examiner as read from the claims. It will be interpreted to be a way of 
emphasizing the increase in security to the system. 



Claim Rejections - 35 USC § 103 

1 1 . The following is a quotation of 35 U.S.C, 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

12. Claims 1 and 8 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Parenty U.S. Publication No. (2002/0071562) in view of Cravo de Almeida et al. U.S. 
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Publication No. (2002/0169871), Golchikov U.S. PG-Publication No. (2002/0112158) 
and Hashiguchi U.S. Patent No. (6,615,353). 

13. As per claims 1 and 6, Parenty discloses generating, at the server, public key, a 
private encryption key by driving an encryption module for encryption information to an 
access request from the client terminal (Parenty, Paragraph 0010), sending, at the 
server, to the client terminal the public key and an encryption execution module in a 
web document for user input in the form of a Java applet (Parenty, Paragraph 001 0), 
sending, at the client terminal, to the server an encryption message (Parenty, 
Paragraph 0010) and upon receipt of the encryption message from the client terminal, 
decrypting, at the server, the encryption compression key by calling the private 
encryption key (Parenty, Paragraph 001 1), but Parenty fails to disclose including a 
message digest module for an integrity verification and a data compression module for 
reduction of transmission data, and a result of compressing an original message 
generated by encrypting information entered from a client through the encryption 
execution module sent form the server and a digest message digesting the original 
message, and including an encryption compression key encrypted with the public key 
and decompressing the compressed result with the decrypted encryption compression 
key and decrypting the original message with the private encryption key according to a 
result of the integrity verification. However, Hashiguchi teaches including a message 
digest module for an integrity verification (Hashiguchi, Col. 4 Lines 25 - 29) and a digest 
message digesting the original message (Hashiguchi, Col. 4 Lines 30 - 45). 
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At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Hashiguchi's User authentication system with Parenty's 
system for encrypting documents for transit and storage because it offers the advantage 
of reliable security at a low cost (Hashiguchi, Col. 1 Lines 56 - 60). 

Cravo de Almeida teaches sending a data compression module for reduction of 
transmission data (Cravo, Paragraph 0032). 

At the time the invention was made, it would have been obvious to person of 
ordinary skill in the art to use Cravo de Almeida's remote monitoring with Parenty's 
system for encrypting documents for transit and storage because it offers the advantage 
of monitoring the performance of a machine which is used to understand how the 
processor is working (Cravo, Paragraphs 0005 - 0006). 

Golchikov, teaches including a result of compressing an original message 
generated by encrypting information entered from a client through the encryption 
execution module sent form the server and decompressing the compressed result with 
the decrypted encryption compression key and decrypting the original message with the 
private encryption key according to a result of the integrity verification (Golchikov, 
Paragraphs 0004 and 009). 

At the time the invention was made, it would have been obvious to person of 
ordinary skill in the art to use Golchikov's executable file protection with Parenty's 
system for encrypting documents for transit and storage because it offers the advantage 
of protecting executable files from being copied or patched (Golchikov, Paragraph 
0001). 
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14. Claims 2, 3, 4 and 6 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Parenty U.S. Publication No. (2002/0071562), Cravo de Almeida et al. U.S. 
Publication No. (2002/0169871), Golchikov U.S. PG-Publication No. (2002/0112158) 
and Hashiguchi U.S. Patent No. (6,615,353), as applied to claim 1, and in further view 
of Davis et al. U.S. Patent No. (6,038,549). 

1 5. As per claim 2, Parenty in combination with Cravo de. Almeida, Golchikov and 
Hashiguchi, fail to disclose comparing at the server, the decrypted user authentication 
information with a previously stored user information database and allowing or denying, 
at the server, access to the client terminal to the server according to a result of 
information authentication. However, Davis teaches comparing at the server, the 
decrypted user authentication information with a previously stored user information 
database (Davis, Fig. 22, item 2202) and allowing or denying, at the server, access to 
the client terminal to the server according to a result of information authentication 
(Davis, Col. 29 Lines 9- 13). 

At the time the invention was made it would have been obvious to a person of 
ordinary skill in the art to use user authentication with Parenty's system for encrypting 
documents for transit and storage because it offers the advantage of securing 
information without exposing the content or meaning of the message (Davis, Col. 1 
Lines 59 - 61 , secure messaging). 

16. As per claim 3, Parenty in combination with Cravo de Almeida, Golchikov and 
Hashiguchi, fail to disclose sending at the server, the decrypted payment information to 
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a financial payment institution server connected through a dedicated network and 
receiving, at the server, payment approval result information from the financial payment 
institution server and sending the received payment approval result information to the 
client terminal. However, Davis teaches sending at the server, the decrypted payment 
information to a financial payment institution server connected through a dedicated 
network and receiving, at the server, payment approval result information from the 
financial payment institution server and sending the received payment approval result 
information to the client terminal (Davis, Col. 13 Lines 9 - 29). 

At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Davis' financial transaction method, with Parenty's system 
for encrypting documents for transit and storage because it offers the advantage of 
being able to perform business transactions. (Davis, Col. 1 Lines 25 - 29). 

17. As per claim 4, Parenty in combination with Cravo de Almeida, Golchikov and 
Hashiguchi, fails to disclose public key is generated by calculating coordinates of a point 
on an elliptic curve with a private encryption key value of n bits generated randomly by 
driving the encryption and an elliptic curve initialization value. However, Davis teaches 
public key is generated by calculating coordinates of a point on an elliptic curve with a 
private encryption key value of n bits generated randomly by driving the encryption and 
an elliptic curve initialization value (Davis, Col. 2 Lines 64 - 67 and Col. 16 Lines 1 - 
10). 

18. At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Davis' financial transaction method, with Parenty's system 
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for encrypting documents for transit and storage because it offers the advantage of 
being able to perform business transactions. (Davis, Col. 1 Lines 25 - 29). 

19. As per claim 6, Parenty discloses generating, at the server, public key, a private 
encryption key by driving an encryption module for encryption information to an access 
request from the client terminal (Parenty, Paragraph 0010), sending, at the server, to 
the client terminal the public key and an encryption execution module in a web 
document for user input in the form of a Java applet (Parenty, Paragraph 0010), 
sending, at the client terminal, to the server an encryption message (Parenty, 
Paragraph 0010) and upon receipt of the encryption message from the client terminal, 
decrypting, at the server, the encryption compression key by calling the private 
encryption key (Parenty, Paragraph 0011), but Parenty fails to disclose including a 
message digest module for an integrity verification and a data compression module for 
reduction of transmission data and a double security by being included, including a 
result of compressing an original message generated by encrypting information entered 
from a client through the encryption execution module sent form the server and a digest 
message digesting the original message, and including an encryption compression key 
encrypted with the public key and decompressing the compressed result with the 
decrypted encryption compression key, decrypting the original message with the private 
encryption key according to a result of the integrity verification and the use of wireless 
terminals. However, Hashiguchi teaches including a message digest module for an 
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integrity verification (Hashiguchi, Col. 4 Lines 25 - 29) and a digest message digesting 
the original message (Hashiguchi, Col. 4 Lines 30 - 45). 

At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Hashiguchi's User authentication system with Parenty's 
system for encrypting documents for transit and storage because it offers the advantage 
of reliable security at a low cost (Hashiguchi, Col. 1 Lines 56 - 60). 

Cravo de Almeida teaches sending a data compression module for reduction of 
transmission data (Cravo, Paragraph 0032). 

At the time the invention was made, it would have been obvious to person of 
ordinary skill in the art to use Cravo de Almeida's remote monitoring with Parenty's 
system for encrypting documents for transit and storage because it offers the advantage 
of monitoring the performance of a machine which is used to understand how the 
processor is working (Cravo, Paragraphs 0005 - 0006). 

Golchikov, teaches including a result of compressing an original message 
generated by encrypting information entered from a client through the encryption 
execution module sent form the server and decompressing the compressed result with 
the decrypted encryption compression key and decrypting the original message with the 
private encryption key according to a result of the integrity verification (Golchikov, 
Paragraphs 0004 and 009). 

At the time the invention was made, it would have been obvious to person of 
ordinary skill in the art to use Golchikov's executable file protection with Parenty's 
system for encrypting documents for transit and storage because it offers the advantage 
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of protecting executable files from being copied or patched (Golchikov, Paragraph 
0001). 

Davis teaches the use of wireless terminals (Davis, Col. 3 Lines 1 - 5). 

At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to connect to wireless terminals with Parenty's system for 
encrypting documents for transit and storage because it offers the advantage of keeping 
a person connected to information while being mobile. (Davis, Col. 1 Lines 24 - 29, 
increased need for mobility). 

20. Claims 5 and 7 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Parenty U.S. Publication No. (2002/0071562), Cravo de Almeida et al. U.S. Publication 
No. (2002/0169871), Golchikov U.S. PG-Publication No. (2002/0112158), Hashiguchi 
U.S. Patent No. (6,615,353) and Davis et al. U.S. Patent No. (6,038,549) in further view 
of Downs et al. U.S. Patent No. (6,226,618). 

As per claims 5 and 7, Parenty fails to disclose digesting, at server, the 
decompressed original message, and comparing, at the server, the digested original 
message with the decompressed digest message from the client terminal and, if the 
digested original message and the decompressed digest are the same, decrypting the 
decompressed original message with the private encryption key. However, Downs 
teaches digesting, at server, the decompressed original message (Downs, Fig. 4 Item 
412, message digest), and comparing, at the server, the digested original message with 
the decompressed digest message from the client terminal and, if the digested original 
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message and the decompressed digest are the same, decrypting the decompressed 
original message with the private encryption key (Downs, Fig. 4 Items 412, 414 and 
417, digest comparison). 

At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Downs' method of digesting with Parenty's system for 
encrypting documents for transit and storage because it offers the advantage of secure 
delivery and control of usage of digital assets (Downs, Col. 3 Lines 4 - 6). 

Conclusion 

21 . Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Roderick Tolentino whose telephone number is (571) 
272-2661. The examiner can normally be reached on 8:00am - 5:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jacques H. Louis-Jacque can be reached on (571) 272-6962. The fax 
phone number for the organization where this application or proceeding is assigned is 
571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Roderick Tolentino 

Examiner 

Art Unit 21 34 
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